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All rights reserved.

The software contains proprietary information aéliérman Software Corporation; it is provided uraler
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Welcome to COM+ Manager! This manual contains imf@tion to help an administrator use COM+
Manager (CPM) including creating and managing systhists and working with identity information as
well as descriptions of its many features.
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OVEIVIBW ..o s 1
How does the Program Work? ...............oeeeeeeeienee 1
License AQreemeNt...........ueueeuuuunenimmmmmm e e e e 2
Limited Warranty ...........ccoeeeviiiiiiiiiiiceeee e 3

Thank you for purchasingOM+ Manager(CPM). If you are evaluating the product, we thyak will be
very pleased with its capabilities.

COM+ Manager allows management of COM/COM+ and NDIDM applications on your managed
systems. You can use this program to see what COM+ and MTS/DCOM applications are present
on your systems as well as settings for those caemqts. COM+ Manager also allows changing the
identity that the COM/COM+ and MTS/DCOM applicatiorun as on all managed systems in just a few
clicks, making account changes easy and efficient.

This program uses the COM+ components and toolsibto Microsoft Windows to pull information

about COM+ applications from managed systems. dJ$iase same tools, it is possible make changes to
those COM+ applications allowing the objects to asra specified identity or as a part of the syst@ire
program also allows access to the built in configion tools Windows offers for local COM+

applications and extends that functionality over ietwork.
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This is a legal and binding contract between ybe,and user, and Lieberman Software. By using this
software, you agree to be bound by the terms efagieement. If you do not agree to the termsisf th
agreement, you should return the software and dentation as well as all accompanying items promptly
for a refund.

1. Your Rights: Lieberman Software hereby graiots the right to use a single copy of &M+
Manager(COM+ Manage) to manage the licensed number of systems. Tiftiwa is licensed for
operation on only one machine unless other licanssgements have been made in writing between
Lieberman Software and your organization.

2. Copyright. The SOFTWARE is owned by LiebermaiftBare and is protected by United States
copyright law and international treaty provisiomberefore, you must treat the software like angpth
copyrighted material (e.g. a book or musical recaydexcept that you may either (a) make one cdpy o
the SOFTWARE solely for backup and archival purgose (b) transfer the SOFTWARE to a single hard
disk provided you keep the original solely for bagland archival purposes. The manual is a copwight
work also--you may not make copies of the manuaifty purpose other than the use of the software.

3. Other Restrictions: You may not rent, leasaramsfer the SOFTWARE to any other entity. You may
not reverse engineer, de-compile, or disassembl&@FTWARE that is provided solely as executable
programs (EXE files). If the SOFTWARE is an updatey transfer must include the update and all prior
versions.

4. Notice: This software contains functionality idged to periodically notify Lieberman Software of
demo usage and of the detection of suspected ghiliaemse keys. By using this software, you congent
allow the software to send information to Liebernsaiftware under these circumstances, and you agree
to not hold Lieberman Software responsible foruke of any or all of the information by Lieberman
Software or any third party.
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The media (optional) and manual that make up thfisvare are warranted by Lieberman Software
Corporation to be free of defects in materials wodkmanship for a period of 30-days from the ddte o
your purchase. If you notify us within the warrapgriod of such defects in material and workmanship
we will replace the defective manual or media.

The sole remedy for breach of this warranty istiéaito replacement of defective materials and/famic
of purchase price and does not include any othelskof damages.

Apart from the foregoing limited warranty, the sadire programs are provided "AS-IS", without waryant
of any kind, either expressed or implied. The entisk as to the performance of the programs is thie
purchaser. Lieberman Software does not warranthieabperation will be uninterrupted or error-free.
Lieberman Software assumes no responsibility diliig of any kind for errors in the programs or
documentation of/for consequences of any suchsrror

This agreement is governed by the laws of the Sta@alifornia.

Should you have any questions concerning this Agee, or if you wish to contact Lieberman Software,
please write:

Lieberman Software Corporation
1900 Avenue of the Stars

Suite 425

Los Angeles

CA 90067

You can also keep up to date on the latest upgnrddesir website atttp://www.liebsoft.conor e-mail
us at:sales@liebsoft.com



This section will provide additional informationatwould be configured after CPM is installed, sash
configuring systems lists, job scheduling servigefiguration and more. The installation of CPM is
addressed in the installation guide which may hendoaded from the documentation section on
Lieberman Software's website at http://www.liebswoin/Support_Documentation. The installation guide
also covers port requirements and supported ha@sttpg systems as well as the installation of pre-
requisites.
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The initial screen o£EOM+ Managerdisplays lists of system sets that can be activiatiesystems
management. Create an unlimited number of macleitsebmsed on the network or organizational

topology. Many customers add sets for PDCs, B[3esyers, Workstations, and different physical
locations on the WAN.

B coM+ Manager Eloie

Database Jobs Logging Help

COM, eER

Group Mame Comment # Machinez
Bl Sepvers ]
1| |
= Sltarie Graup Ta Mapage= |1ze thiz dialog to create [Add... ] one or more

groups of systems to manage.
Activate

L

Once you have at least one group, double-click
ddd an the group name or highlight any entiy and
click on the Activate button.

;

Local Machine

Delete... " Lizenze Mode




The purpose of this dialog is to allow you to déspledit and activate groups of systems for managém
Within this dialog you can also control licensirgveell as backup and restore the internal datatfatbe
program.

To do useful work with this program it is essentiedt you create at least one group and then &etiva
Once a group is activated, you will need to addesys to the group and then perform a refresh tohget
current state of the systems in the list.

This initial dialog allows you to double-click omyagroup listed to manage the systems using tleetsel
service for that group of systems. Initially, thare no groups, so you will need to add one, teoged
to populating the group with machines, followedngking changes to those same systems.

On the bottom right side of the screen you cartlseéicense Mode. Local Machine means you are
running a license keyed for your local machinethé entry is Remote: ServerXXX you are sharing the
license key on the ServerXXX (one of your machiagas) machine.

Just to the left of the License Mode informatioa aptions to manage your groups. Activate launches
management of the selected group, Add adds craat¢ker group to manage, and Delete deletes the
highlighted group from your list of managed groups.
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Backup to Binary File - Copies the internal dat&based by the program to a binary file.
Import from Binary File - Restores the internalatase from a backup file.
Export to Comma-Delimited File - Copies the intém@abase to a comma-delimited file.

Import from Comma-Delimited File - Restores theemial database from a comma-delimited backup
file.

Import from ODBC Database - Updates the list oteys, groups from an ODBC data source.
Scan IP Range for Groups/Machines - Use the IPri&can add systems to the group.
Delete Internal Database - Removes all traceseifntternal database.

Jobs Monitor - Opens the Jobs Monitor Dialog.
Retry Policy - Opens the Retry Policy Dialog.

Open the logging settings dialog

Contents - Displays this help file.

License Keys - The License Token Dialog allows ymassign or release license keys to systems.
Register - Allows you to enter registration infotioa.

Logon Info - Displays your current logon informatio

About - Displays version, product, and license linfation.
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Systems that will be managed are organized intesy8sts. This allows you to create logical grimgs
of systems based on their type, operating systegiore physical location, or any other personal
organization scheme.

This chapter describes how to create and managefisystems. A system must be located in one or
more list before performing operations on it. Tehsipter includes all the ways to add or removiesys
from the program as well as the ways to backupesydist and program data.

There are multiple ways to add systems to the ntugeup.

To access these features, either select themeftidhtext menu (right click in the systems list dow) or
click on the "SystemsList" menu option.

Add from Domain List(see "Add From Domain Systems List" on page Iis is the fastest way of
adding systems that have joined your domain.

Add from Browse Lis(see "Add From Network Browse List" on page 13he easiest way to find
exactly which machines you want.

Add from Shell Browse(see "Add From Shell Network Browse List" on pdé - Add systems from
the Windows shell network browser.

Add Systems Manuallyon page 16) - For machines that are not visibleawe not joined the domain.

Add from Active Directoryon page 18) - To add machines using the ObjetePunder Windows
2000/XP/2003/Vista.

Add from IP Scanner - Add machines by specifyind\tRiress ranges or domains.
Import Systems List from a Text File - This optiaifows you to import a list of systems from a tEite.

Export Systems List to a Text File - This optioloais you to export a list of systems to a text File
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1) To Create a new group, click "Add" from the Mged&roups Dialog OR click "Add" from the context
menu (right-click menu).

2) When you click "Add", you will be asked to entename and an optional comment for your new group.

Hame your set of systems to control E[

Enter the name of pour news zet
of gystems to manage Cancel |

Comment

3) When you finish entering information and clicRK" you will return to the Manage Groups Dialog and
the new group you have created will be in thedfgjroups to perform operations on.
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There are various different ways to add systensystem sets manually once the set has been created:

Add from domain systems list.

Add from network browse list.

Add from shell network browse list.

Add systems manually by name

Add from Active Directory

Add from scanned IP ranges.
Import/Export Systems List from text file.

These methods are in addition to the IP ScanneO&MBIC query, which can both be used to create a new
group.
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Shown below is the Add from Domain List dialog.



The fastest method of adding Windows systems sopfogram is to inquire at the Domain Controller fo
the list of machines which have joined the domahere are a few confusing cases when viewing server
in the domain list. The machine list may not represll of the machines on the network (some mashin
may not have joined the domain). The list usuatigtains systems that have left the domain, but have
been purged from the domain database.

After adding machines to the Selected Systemaulést,the "Platform?" button to verify the conndtfiv
credentials, and version of the selected systemms."Platform?" feature contacts each machine otighe
and inquires as to what version of the operatirsgesy it is running, as well as, which network segsi
(Type) are running on the machine. This featuamnigxcellent way to verify that only live apprajte
systems are added.

The Platform field indicates what operating systgpe is running.

The system name and system comment are both shaive available systems list. After systems have
been selected and checked (by pressing "Platforntf®ie are columns to display the Platform, Versio
(4.0is NT, 5.0 is Windows 2000, 5.1 is Windows %2 is Server 2003, 6.0 is Windows Vista/2008, and
6.1 is 7/2008R2), Role, and Net Services.

The Net Services field indicates which network &srs are running on each system. It is normal éoh b
a Workstation and Server to both have the Workstand Server services running.

When performing domain lookups and platform cheblksstatus, progress, and thread count are all
updated in real time. The status box displays awssabout the status of current the operationthend
active thread count displays how many threads kate complete for this operation.
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Shown below is the Add From Network Browse dialog.



To add a machine using the Network Neighborhooavbirng architecture of the operating system, press
the "Insert" key on the keyboard or the "Browsettdnu on the Manage Systems dialog.

If you are working with systems that have not joiredomain (workgroups), the easiest way to findl an
add them is to use the Network Browser architeadfir®indows. This dialog allows you to browse the
different network providers (Microsoft, Novell, Bgan), and then drill down to find the different
machines on each network.

After adding machines to the Selected Systemaulést,the "Platform?" button to verify the conndtfiv
credentials, and version of the selected systemms."Platform?" feature contacts each machine otighe
and inquires as to what version of the operatirsgesy it is running, as well as, which network segsi
(Type) are running on the machine. This featusmigxcellent way to verify that only live appraé
systems are added.

The Platform field indicates what operating systgpe is running.

The system name and system comment are both shaive available systems list. After systems have
been selected and checked (by pressing "Platforntf®ie are columns to display the Platform, Versio
(4.0is NT, 5.0 is Windows 2000, 5.1 is Windows %E2 is Server 2003, 6.0 is Windows Vista/2008, and
6.1 is 7/2008R2), Role, and Net Services.

The Net Services field indicates which network &gy are running on each system. It is normal éoh b
a Workstation and Server to both have the Worlstaand Server services running.

When performing domain lookups and platform cheblksstatus, progress, and thread count are all
updated in real time. The status box displays agessabout the status of current the operationthend
active thread count displays how many threads kate complete for this operation.



6 %% - 7-1

The Shell Network Browser dialog allows you to bsawhe network for systems to add using the shell's
browse functionality. This may be helpful for aglglimachines from organizational units in Active
Directory, since the shell allows browsing of thetife Directory hierarchy. In this view, organimetal
units are represented as folders in the hierartthyou are creating a separate group for each
organizational unit in your organization, you capplate the groups easily using this dialog.
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After adding machines to the Selected Systemsuiss the "Platform?" button to verify the conneatyiv
credentials, and version of the selected systemms."Platform?" feature contacts each machine otighe
and inquires as to what version of the operatirsgesy it is running, as well as, which network sezsi
(Type) are running on the machine. This featusmigxcellent way to verify that only live appraé
systems are added.

The Platform field indicates what operating systgpe is running.

The system name and system comment are both shaive available systems list. After systems have
been selected and checked (by pressing "Platforiif&ie are columns to display the Platform, Versio
(4.0is NT, 5.0 is Windows 2000, 5.1 is Windows %E2 is Server 2003, 6.0 is Windows Vista/2008, and
6.1 is 7/2008R2), Role, and Net Services.

The Net Services field indicates which network 8®s are running on each system. It is normal éoh b
a Workstation and Server to both have the Worlstaand Server services running.

When performing domain lookups and platform checks the status, progress, and thread count are all updated in real time. The status box displays messages about

the status of current the operation, and the active thread count displays how many threads have yet to complete for this operation.
%%

Shown below is the Add Systems Manually dialog.



In cases where machines are not visible withiteevork Neighborhood, and have not joined the
domain, systems may need to be added manually.

After adding machines to the Selected Systemaulést,the "Platform?" button to verify the conndtfiv
credentials, and version of the selected systemms."Platform?" feature contacts each machine otighe
and inquires as to what version of the operatirsgesy it is running, as well as, which network segsi
(Type) are running on the machine. This featusmigxcellent way to verify that only live appraé
systems are added.

The Platform field indicates what operating systgpe is running.

The system name and system comment are both shaive available systems list. After systems have
been selected and checked (by pressing "Platforntf®ie are columns to display the Platform, Versio
(4.0is NT, 5.0 is Windows 2000, 5.1 is Windows %E2 is Server 2003, 6.0 is Windows Vista/2008, and
6.1 is 7/2008R2), Role, and Net Services.

The Net Services field indicates which network &gy are running on each system. It is normal éoh b
a Workstation and Server to both have the Worksiand Server services running.

When performing domain lookups and platform cheblksstatus, progress, and thread count are all
updated in real time. The status box displays agessabout the status of current the operationthend
active thread count displays how many threads kat& complete for this operation.
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Shown Below is the Add Systems from Active Diregtdialog on the Active Directory Browse page.

When running on Windows 2000 or later, a specidliv&cDirectory control known as the Object Picker
may be used to find systems. The default optionghfo control are to show you both up-level (natinel
mixed mode) systems, as well as, down level sys{aifiz Options to search any desired domain
controller or selection of a desired directory barspecified here.

TheBrowse Optiongon page 19) page is detailed in the followindisec



7 -
Shown below is the Browse Options page of the AduiiFActive Directory Dialog.
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The "Browse Options" page shows the available optto put into effect when the "Browse..." button is
clicked on the first page. There is typically reed to change the browse options, but if changemade
on the "Browse Options" page and then return tditeepage and then click on the "Browse" button t
see the results of the new options.

The default options are to browse for machinegitevel and down level domains to which the host
system is joined. The default domain is the culydagged on user account is authenticated with the
search is performed from the local machine.

These options allow controlling where searches@be performed. Normally these options should be
ignored. Use these options to extract maching fisin foreign/non-Active Directory domains.

Skip Target Domain Controller CheelSet this flag if the computer is not a domaintealler, to save
time. However, if the machine is a domain controliieis flag would not typically be set. It is uiydest
to select domain objects from the domain scopeerdttan from the domain controller itself.

Target Compute(optional) — Allows specifying where to execute gearch via the text entry field below
the check box. Set the check box and set the tiieddnon-Active Directory domain controller to sekst

of machines that have joined that domain (The "Skipget Domain Controller Check" should be
unchecked in this scenario). If the "Target Corapuentry field is blank, the current machine is th
target computer.

These options allow controlling which data sousctibe used for the machine search. Generadlygle
all of these options unchecked.

Force Starting Scope as:.Sets the first entry in the "Look in" drop dotathe option selection.
Normally the drop down will default to its own dbe.

Provider...- These options are different data sources faickea.

Up level Joined DomainSearch the up level domain to which the targetuter is joined. If this flag is
set, use the "Up level Domain Controller" entrydito specify the name of a domain controller ie th
joined domain.

Up level Domain Controller Field This field can be blank even if the "Up leveinia Domain" is
checked, in which case, the dialog box looks updttreain controller. This entry field enables spgnij
a domain controller in a multi-master domain. Faaraple, an administrative application might make
changes on a domain controller in a multi-mastenaia, and then open the object picker dialog box
before the changes have been replicated on the ddheain controllers.

Down level Joined Domain Search the down level domain to which your caiepis joined.
Enterprise Domain- Search all Active Directory domains in the eptese to which the target computer

belongs. If the Up level Joined Domain check baseis then the results represent all Active Dingcto
domains in the enterprise except the joined domain.



External Up level Domair Search all up level domains external to therpnge but trusted by the
domain to which the target computer is joined.

External Down level Domain Search all down level domains external to therpnise but trusted by the
domain to which the target computer is joined.

Workgroup— Search the workgroup to which the target compatmined. Applies only if the target
computer is not joined to a domain.

User Entered Up level ScopeEnables entry of an up level scope. If neitfehe "USER ENTERED..."
types is specified, the dialog box restricts therguo the scopes in the "Look in" drop-down list.

User Entered Down level Scop&nables entering a down level scope.
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This option will open up thi#P Scanner(see "IP Scanner Dialog" on page 23) to scan TCRddress
Ranges for systems that respond to the currerdlyeld on credentials. Once the ranges are defined
systems found, use the IP Scanner's export optboadd systems to system sets.

As this feature successfully contacts each maatmirnghe list it inquires as to what version of the
operating system it is running, as well as, whietwork services (Type) are running on the machine.
This feature is an excellent way to verify thatyolive appropriate systems are added.
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The IP Scanner allows one or more IP address randesscanned for machines. By default, only
systems that grant the currently logged on accouanh alternate administrator account access will b
added. AReport Generatofsee "Report Generator / Output Settings" on g@&jgackage allows
exporting the results of the IP scan to a text fiecel spreadsheet, or database. The resultalsate
used to build system sets or add to an existintgsyset for further action.

The main dialog is shown below.



The main sections of the dialog are:

Subnets/IP Ranges to Scan panel at the top otteers This panel lists the ranges that will nsed
to search for systems to add to the current sysegmAdd, edit, or delete ranges by using theohstt
underneath the panel labeled: Add, Edit, Delete.

Scanned IP Addresses. This panel displays theflststems found in the range of the scan.

Exclusion List(on page 33). Not all machines returned by th8d&nner should be imported into a
system set. Certain machines may be already kra@wmtouchable/critical where settings should eot b
changed under any circumstances. The programdeswn editable Exclusion List to enter the
NETBIOS names of the machines to exclude.

When performing an IP scan, all machines capab#lofinistrative access are added to the "Scanned IP
Addresses with administrator level access" listyéwer, any machines that also appear on the Extlusi
List are disabled (unchecked) by default. Unchddkestems will not be exported.

To edit the Exclusion List, click on the "Edit" bbom to the right of the "Exclusion List."

Optional Administrator Account. This is the lidtadternate administrator accounts. This list ban
edited through the menu.

Log File. This is where the log of actions is digfd to the screen.

Clicking on the "Add" button under the top Panéh@s up the dialogue box shown below. The "IP
Address Range Type" radio buttons allow enterimgdtidress format in either Network Address format
or IP Stop/Start format. If using the Network Adsls format, click on the "Calculate >>" button¢e s
the range of address generated by the subnet dfdtveork Address. Alternatively, click on the
"Analyze Entries" button to examine the addresgeamd report on the class and format of the addres
range.

Clicking on the "Edit" button will display the sard@&log, but any changes will be made to the setkect
entry in the panel.

Enable or disable any address range by checkirgiaoking the "Enable Entry" check box.

The name of the subnet or address can be entetled fDescription" field.
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In the middle of the main dialogue you will be loum$ to "Set Fields". Highlighting one or more eggrin
the Subnets list (top list) and then clicking oa tBubnet” or "Skip" buttons will change the subratd
skipped address ranges for all of the highlightatties. This is useful feature when needing to ifycal
range of imported network address ranges.

The "Select" group of buttons will highlight all none of the address ranges. The "Enable" buttihow
will enable (check) or disable (un-check) all highted entries. This is useful when only scanring
subset of all addresses available is desired.

To perform the scan, click on the "Scan Now" buttoruse the menu option: "Scan Subnet | Start."
Notice that the "Status" field (lower right) wihow the highest IP address currently being scanfibd
"Progress" bar will also show the percentage ofeskis processed (or in process). To see when the
process is complete, keep an eye on the "Activedds" number. When this number goes to zero, the
scan is completed.

A "Log File" list box display any unusual returndss from your systems. One common error code is
1723. This error can mean that the local protstagk is getting confused (this should be correted
Microsoft Service Pack). This error can be ignoséithout any worry since the scanner will contintae
retry until the protocol stack gets back into propgeration.

When the scan is completed, a list of entriesfilibt identifies each machine will display. Thessults
can be sorted result by clicking on the column leesadAny entries which should not be exportedlzan
disabled by highlighting entries and clicking oe ttYyes" or "No" button in the "Enable" button group
below the list of scanned machines.



IP Scanner Menu - File

Options on this Menu:

- Allows you to import a list of subnet addresses to scan.

- Allows you to export a list of systems from the results of the scan.

Import Subnet List

Import a range of subnets into the scanner forrsogrif the file format is organized as:

Network Address1
:Comment
Network Address?2
;:Comment

To import a range, click "Import Subnet List" frahe "File" menu. This will activate the following
dialog to confirm that the file being imported fisthe correct format.

Click NEXT. Specify the path to the file containiadist of network addresses. After selectingfilecto
use, the following dialog which confirms the seiectwill appear.
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Click NEXT. Specify the default subnet mask forleaoported network address. The subnet mask helps
limit the range of addresses to be scanned. Iesaithe network addresses are different, go betek |
and edit the subnet masks.

After clicking on the NEXT button, a final dialogh will pop-up that will prompt to skip the firdgst
and gateway (start+1) addresses in the subnet.rilogmally leave these check boxes to be unchecked.
The state of these check boxes is shown in théSKig' column of the main dialog.

Click the IMPORT button tp add the subnets to doahe list. Notice that all of the entries havehack
box next to them that is checked. By defaultadtiress ranges are enabled.



Export Scanned Entries

Before exporting any of the scanned systems, maleany systems that should not be exported are
disabled (unchecked). To disable any excluded systelick on the APPLY button within thexclude
Systems Lisarea (normally step is not necessary unless tbki&irn List is loaded after completing the
scan and the Exclusion List to needs to take effedhe results already in the list.

To export, click on the "Export" button locatedtbhe right and button of the list of systems. Theyralso
be done by clicking the "Export Scanned Entriesfaspfrom the "File" menu.

The following dialog will not appear:

It is possible to export the NETBIOS names or the IP addresses to the groups. The NETBIOS name
export is the preferred format. The distributidrihee scanned machines can be as follows:

Automatically creates a new system set where theena composed of the combination of the number of
the subnet/address range in the list combined avitbscription. This is a good option if a routdsle

with address as the source of the address rangesitovas imported. Populate the created groups wi
those machines that are in the IP range of thepg{®ame subnet/IP range).

Automatically creates a system set for each unitumain/workgroup retrieved from the scanned
systems. Use this option to manage machines byithowhere the machines are spread across multiple
network segments.

Import all of the enabled (checked) scanned systetaghe current group. You must be in an open
group for this option to be successful.

Click on the OK button to perform the export. Tdperation is very fast. Then go into the currestem
set or go back to the main program dialog seleftferent system set.
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IP Scanner Menu - Options
Options for this Menu:

| - Sets the maximum number of Threads (see "Thread Maximum Override" on page 30) to use for the IP scan. |

Thread Maximum Override

Once a list of IP address ranges to scan is sehdht logical step is to begin the actual scanniFige
scanning step uses as many threads up to the max{oanfigurable, but 100 by default). This valaec
be overridden by clicking on the "Thread Maximume@ide" option from the "Options" menu.

The upside of increasing the number of threadsadsd large address range can be scanned quitkb.
downside is that stopping a scan can take an eaxteperiod of time as all outstanding network retpies
must finish or timeout. Increasing thread countao set off an intrusion detection/preventiorteys
When working with this feature, set the numbet@dor a relatively quick stop time, and incredse t
number to 1000 or 5000 to scan large ranges oémgst

IP Scanner Menu - Scan Subnet
Start - Begins the scan of the selected subnetrang

Stop - Tells all the threads working on scannirgyghbnet range to stop.

Validate Subnet Table Values - verifies that theegirange is able to be scanned. This would dbsett
input from imported lists of subnet ranges.

IP Scanner Menu - Report Generator
Options on this menu:

- tells the Report Generator to output the Subnets/IP Address Range List panel including all systems in the list and all
columns in the list.

- tells the Report Generator to output the Scanned IP Addresses panel including all the systems in the list and all the columns in

the list.

Note that both of these features make use oR#yrt Generatofsee "Report Generator / Output
Settings" on page 62) feature.



IP Scanner Menu - Alternate Administrators

The options for Alternate Administrators are showthe bottom of the dialogue box of the IP Scanner
The List of available alternate administrator agdeus in the lower left. Options from this merande
used to add, edit, and delete alternate adminissr&tom this list.

All previously entered alternate administrator asds (if any) are used by the IP Scanner. Tohse t
default (current) logon credentials, un-check tBredble Alternate Administrators" check box on tigétr
bottom side of the dialogue. To add additionalraklige administrators, right click on the list ire tlower
left hand corners or use the Alternate Administiatoenu options to add, edit, or delete alternate
administrator accounts.

If using the wild card of %SYSTEM% for impersonatiaccounts, the IP address will be prefixed onto
the account. This may or may not work with somgteps. Generally the prefix information for the
system will be safely ignored.

Administrator Accounts Menu - Add

The adding and editing of alternate administrai®tsandled by a simple dialogue shown below.

Add- To add another alternate administrator accouhgut the user name and both password fields; the
select whether the alternate administrator is loca domain administrator. Click OK to add to the
Alternate Administrator List.

Edit - To edit an alternate administrator account, synrmphke any changes to the current alternate
administrator account and click OK to update thieeate Administrator List.

Delete- A dialog asking for confirmation to delete théeahate administrator account will appear.
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IP Scanner Menu - Exclusion List

Options for this Menu:

- Access to the Exclusion List (on page 33).

- Masks the excluded systems from those found in the IP scan.

Systems Excluded From all Operations

Use the "Add" and "Delete" buttons to manually gfethe Exclusion List. It is possible to provideexat
file containing critical systems that should notmally be modified, use the "Import List..." buttam t
load the list. The format of the imported lissimply to put each machine name on a line by itself

Vulnerability Testing

One use of the IP Scanner is to find system oméitork that are vulnerable to attack using theudef
administrator setting of built-in administrator acat being named "administrator” with a blank passiv

To perform this test, do a local logon to the lysttem with a local administrator account thatnigjue.
Make sure that the account chosen for the loggirialoes not appear on any of the remote machines.
Next, enter the alternate credentials of: an agtcbeing named "administrator" with its password as

blank. Make sure that the check box for "Enableerlate Administrators"” is checked. Now perform a

scan of the network. What is returned is a lishlbfmnachines that can be connected to with thaudef

administrator credentials and a blank password.

If these systems are directly connected to theretethis scan is especially important to perform.
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There are three methods listed under this menutideémport or export systems lists:

Import System List from Text File
Import From Active Directory Export File
Export System List to a Text File
These methods make it easy to import systemdi@tstext files or Active Directory export filesAn

import will require a previously created list ofstgms that is properly formatted. Properly fornehtext
files of systems lists have one system name per lin

% 1

The Exclusion list allows specifying system nanfext this tool should not normally modify. Theseilco
be servers or administrator machines, or maybesgrstitive machines that should not generally be
modified without special approval. The exclusimt s program wide. Depending on the version fpein
run, this menu can be accessed from the "Systewrisided from all Operations" or from the "Exclusion
List" menu under the "SystemsList" menu of any eiysset.

Shown Below is the Exclusion List dialog.

Use the ADD and DELETE buttons to manually chamgeBxclusion List entries or use the IMPORT
LIST... button to load a line delimited text lidtsystems.

If making a change to a system in the Exclusiom, laspecial confirmation pop-up confirming the rgpa
will appear.
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There are various ways to backup system sets apa/gram information:

1 Backup Internal Database to Binary File.

2 Backup Systems list to a Text File.

7 %4 !

To backup all CPM information including system s#ipose the '‘Backup to Binary File' from the
DATABASE menu on the main dialog. Supply a patisaoe the file.

9* 1 4% 6%

This will save the system list database to a cordelamited text file. Specify a path and a file reafor
the new backup file. The text file is human redel@nd can be used to backup system sets for elisast
recovery or to transfer group information from a@oenputer to another.



COM+ Managerallows importing a systems list from a text fil@§V), an ODBC data source, or a
COM+ Managergenerated binary backup file. A properly formasgdtem list text file contains one
system name per line.
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Most organizations are more than happy manualtingatip system sets and populating those systesn set
manually from domain or browse lists. On the otend, large Internet Service Providers (ISPs) laave
constantly changing set of customers and machingsrunanagement. The ODBC import capability
allows this program to set-up its groups and machiembers from an ISP’s database of systems under
management. Source databases can be comma-deélfitass Excel spreadsheets, and SQL Server
databases. In fact, almost every database todagrh®DBC interface that is compatible with this
program.

To use this feature, system set data should béeldoathree columns within the data source: orenco
for corresponds to group name, another to groupnoamh, and a third to system name.

Before using this feature, permission to acce$dalatabase containing the information is required
Next, set up a ‘data source’ (also known as a DSMijs is under administrative tools. Lastly,ntgy
which table contains the system set and machine maformation as well as the column names for that
information.

Remember that the machine name must be the NetBi&&ine name or the TCP/IP address (although
this is not nearly as friendly).

The last part is to set up the program to perfdrenitnport and create a little snippet of SQL caddd
the retrieval.

Below is the ODBC dialog:



Each part of the Dialog and example steps to setsipple interaction is described below.
Set the Database Connection Strirign page 38)
SQL Statemenfon page 39)

Retrieving the data using the databaémn page 39)
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Click on the button ‘...’ to the right of the DataleaSonnection String entry field. Select the tab fo
‘Machine Data Source’.

If the data source is already configured, seleftoin the list and click on the OK button. If tHata
source is not created, click on the ‘New’ button.

Using the wizard, create a data source to poititeéalatabase. This will involve picking a deviceer,
giving the data source a name, and finding it ¢aitay to it). Make sure that you set up an ODBC
compatible data source

When all of the steps are completed correctly gddtabase connection string will become available:

DSN=SYZCORP;DBQ=D:\SysMgr\xyz.mdb;Driverld=25;FIL=M S
Access;MaxBufferSize=2048;PageTimeout=5;
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Now write a simple piece of SQL code into the ‘S&tatement’ field. This is nothing more than a kEng

line of text that tells the ODBC driver what talbdeuse in your database as well as which fields to
retrieve. The format of the code is:

Select "field1", "field2", "field3" from Table
Optionally, add a second line containing a qualiiech as:

Select "field1", "field2", "field3" from Table
Where Table.field4 = ‘Windows NT’

or other such qualification to make sure that dhéy/correct records are retrieved.
The returned fields are used as follows:

fieldl— Group Name

field2 — Group Comment

field3— Machine Name or IP Address

When retrieving data from an Excel database, putThble’ portion of the SQL statement in square
brackets ‘[Table]'.
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To execute the SQL code against the data sourck,ai the ‘Get Data’ button. In the log at thetbat
of the dialog note the statistics of the retrigleadample statistics):

Unique Groups: 244
Unique Comments: 5
Unique Machines: 1569

At the top of the dialog are the retrieved recofidg retrieved records show which system setshwill
created as well as the machine names that wiltbedhto those sets. To import all of these sets and
machines, click on the "Apply" button.

To merge into an existing system sets, leave teelkchox: ‘Replace all existing groups and machines
with this data’ unchecked. If the existing dataidtdde purged and replaced with the retrieved data,
the box to the checked state.
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To create a group from a comma-delimited list aftsgn, select the properly formated list of systamd
then click "OK". This feature can be used to tfangroups from one machine to another, to backup
groups, or to copy entire groups.

A CSV file used for system set importation will foeematted as:
System_Set_Name,System_Set _Comment,System_Name.
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This allows the IP Scanner to scan IP Ranges f&eBys and then use the scanned systems to create a
new system set. To perform this operation:

Click on the "Scan IP Ranges for Groups/Machineghfthe "Database" menu.
Setup your IP Scan to find the systems you wagbur group.

Click on "Export Scanned Entries" from the "Fileeénu in the IP Scanner.
Select either option for creating new groups adogrtb Domain Name.

Click "OK".
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The system will tell how many total machines walldedd. There should now be new system sets for all
the machines you scanned. The machines will Betsmaccording to their domain or subnet and subnet
description.
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Use this option to Restore the internal databadealirassociated system sets and systems. Sleéect t
backup file and click "OK" to restot@OM+ Managels internal database.

To change a comment field for a system set, opesyktem set the choose 'Set Group Comment' from
the FILE menu. This will display the Group Commegxitor shown below.

Click "OK" to set the new group comment.

4%

To delete a system set, form the main dialog, séhecsystem set(s) and click the DELETE button.
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Select this option from the "Database" menu to nexvall traces o€COM+ Managels internal database
from the system. This will remove all system satg] all information about all managed systems.



This chapter outlines the program-wide settingsings in this chapter include, General Optionsging
settings, scheduling and retry settings, and ndost options described are available when viewing a

systems list.

+
Logging OptioNS.........ccoeeiiiiiiiiiieeeee e, 43
Email Server Settings OVerview ............ooceeeeevvvvvvnnnnnns 45

Alternate AdmINIStrAatOrS ......covuveeiee et eaeens 59
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Before using the product, examine the log fileisgst The log file settings are on the FILE mender
'‘Logging...".

By default, the log file will be created in the &iibn recommended by Microsoft for application fibgs.
This location will vary by operating system. If Ifies should be kept elsewhere, specify a newfileg
location/name.

There are two levels of logging normally availaldgtended and normal. The extended (verbose) mode
includes normal log information as well as inforinaton the internal phases the product goes thdagh.
normal operation, the extended logging option sthowit be used due to the large amount of normally
useless information that is produced (the inforarats useful for debugging should it become necgisa

The log file is always appended too. It is alwagtke to read/copy the log file when changes arénot
progress. To delete the log file will require thhegram first be stopped.



Log Statistics - By checking the Log Statisticsabox, the log will receive the pre and post teati®n
counts for the following categories: users, groapd group memberships.

View - View the event log in a text file.

Print - Print the text log file.

Delete - Delete the current log file.

Log Size - Displays the current size of the log fil bytes.

Windows Event Log - These options tell the progtartog to the computer's application log. The remo
computer is the computer that is being changedhéytogram and the local machine is the machirte tha

the program is running on. This makes possiblgilagto the application event log for both machines
affected by the program.
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This product includes Email send capabilities &eport Generato(see "Report Generator / Output
Settings" on page 62) output option. The prodgestSMTP to send email, and relies on the pres®nce
an accessible SMTP email server. The SMTP settigsg allows configuration of the SMTP settings,
which are then shared by all Lieberman Softwarepcts.

The Email Destinations dialog is shown below.

The Email destination list contains the email adsles to send the report to after generation. Ubec
line has the subject for the report email. Theit'Haltton allows editing the subject line and inse
report-specific replaceable variables. The "Sg#tirbutton pulls up thEmail Settings dialogsee
"Email Server Settings Overview" on page 45), wipobvides SMTP email configuration information.

The Email Server'Settings" contains three parts:

General SMTP Settinggsee "SMTP Settings: General" on page 46)
Outgoing Server Settingésee "SMTP Settings: Outgoing Server" on page 51)
SMTP Logging(see "SMTP Settings: Logging Options" on page 58)
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The general settings page, shown below with thaudginformation, contains the general settings for
sending SMTP email messages, including the narganaation, email address, and reply address of the
sender.



Field titles with asterisks (*) on them are optibaad may be left in their default state withoueating
the operation of this program.

(

Before sending email via this program the “Sendé@rmation” on the “General” page must be
configured.

This information is sent with each email in its tiemand will appear when the recipient reads thié ma
Some email servers will reject messages that leelptoper address information for these fields (i.e
wrong domain name).

8 =

Outgoing messages can be tagged with a priorilgnportance tag. By default the priority is Normal.

Setting this value will add a marker next to messagimilar to the following (message was set toeldtg
and displayed in Microsoft Outlook).
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The display of the message priority is totally degent on the capabilities of the email read used to
display messages generated by this program.
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Clients can be instructed to generate a returnlemh&n the user opens the email. The generatitineof
receipt is totally dependent on the emalil cliertduand there are no guarantees that the recelgiewil
generated upon read. The recipient of the redddgnated in the “Send Client Read Receipts...H foed
show.

To make things even more interesting, Microsoftl@k does not use the default receipt generation
mechanism, but requires the use of a custom mebssagker (described below).
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Message headers are special text added to the gedsstore the body of the message appears. This is
where the date, time, sender, receiver, messagamtbers and other useful information is stored.
Message headers have the format of “Name:Value% pahere the two fields are separated by a colon.
Below is an example of some of the headers in &ages(viewed by right clicking on a message, and
selecting Options).

Message-ID: 1039914-22005752921192393@liebsoft.com

X-Priority: 2

Return-Receipt-To: server_support@liebsoft.com

Reply-To: “Message from Program” support@liebsoft.c om
Disposition-Notification-To: “Support Group” suppor t@liebsoft.com

From: support@liebsoft.com

To: customer@liebsoft.com

Subject: Report generated by Lieberman Software Pro gram
Date: Fri, 29 Jul 2005 14:19:23 -0700

MIME-Version: 1.0

To generate a client read receipt response foioGkittlients, add the Custom Message Header pair:
Disposition-Notification-To: EmailAddress. Withthe product put “Disposition-Notification-To” in¢h
“Name” field and the email address for notificatiarthe “Value” field. See the example below.



When an Outlook client gets a message with thisadidld, a pop-up similar to the following will ppar:

When the “Yes” button is clicked, an email will bent back to the reply address with the followirwni
in the far left column.

Use the custom message header for other functiohsave it blank if there are no special headers.
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SMTP normally provides for Delivery Status Notifica (DSN), but additional notifications may be
available if the target server supports Extended@ BNESMTP). Try these options by first attemptiog
send notifications to a known email account. & server does not support these options, turrhisff t
feature otherwise messages will be discarded bgeheer.

To use these features, set the check box markedbl& Server Delivery Status Notification...”

The “Notify Trigger” property allows triggering @af server response on send failures, successeg and/o
delays. These are controlled by the “Notify Triggeull-down.
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The “Notify Size” property specifies what the na#tion contents should contain.

The “Customer Return Envelope Header Text...” allanstrary text to be inserted into the header ef th
return message so that notification messages ti@ptogram can be identified more easily via raes
software to scan the header portion of emails.
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This program supports a locally installed (inteymahail server known as SMTP Express, or the usa of
external SMTP server. This program provide veei support for all of the variations of SMTP indiugl
the use of SSL for transmission of credentials daid.
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The SMTPEXxpress email server installation packageailable throughieberman Software's website
(http://lwww.liebsoft.com).
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There are no configuration options when enablirgltiternal SMTP Express Server option. All that
needs to be done is to set the option button: ‘loteEnal SMTP Express Server”. The “Sender”

information on the General page does need to leel filut for proper message headers to be seereby th
email recipient.
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The SMTP Express server is provided as a sepasga@dwnload with its own installer and installatio
manual. Please go hitp://www.liebsoft.con(http://www.liebsoft.com), navigate to the desiprdduct
page and look for the “Related Products” sectiotheneft of the page, and select “SMTP Express” to
start the download process. Once installed, thiempo use the internal email server will become
available on the Outgoing Server page.

If the option button: “Use Internal SMTP Express\v@€’ is grayed-out (unavailable), it is becauseT&M
Express has not been installed on the host computestall the software, and restart the prograM TP
Express is now available.

If an error is received when sending via SMTP Egptihat states”...settings have not yet been
configured”, please go to the section within thisnmal entitled: “Error Sending Message via SMTP
Express”.

SMTP Express does not provide SMTP capabilitiestiher machines on the network, nor does it provide
SMTP email forwarding for non-Lieberman Softwaregucts on the local computer. SMTP Express is a
local service installed on the local computer thaks for email being dropped into a local diregton

the local hard drive. It is then picked up by $leevice, examined and forwarded appropriately.

There are no security configuration settings sucauhentication for SMTP Express itself. If netkvor
security blocks outgoing port 25 traffic from SMBRpress, there are configuration options within $MT
Express to allow alternate means of forwardingtthaffic. See the SMTP Express manual for more
details.

If the following message is received when attengptinto send a message via SMTP Express:



This is caused by a minor logic bug that was coeckt later versions of Lieberman Software sohaio
in the email sending code after February, 200%imple work around this is to go back to the Email
Settings dialog and perform the following changes:

Click on the “General” tab and put in the sendéorimation values (don't use the default values).

Click on the “Outgoing Server” tab, set the raduttbn to “Use External SMTP Mail Server”. Type in a

non-blank value into the “Outgoing SMTP Server Nafiedd. This value will not be used by the Intafn
SMTP Express Server.

Click on the “Use Internal SMTP Express Servertiam



Click on the “OK” button. The error will not occur
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To use an external SMTP mail server, set the raditon to “Use External SMTP Mail Server”.

All of the settings for the external SMTP server dependent on how the SMTP server is configured.
There are no standard settings for SMTP since edyanization is different.

The server name can be the DNS name of the sarViéraaldress.

The port number used for email is normally port Zor SSL Encrypted email it may be port 25 or port
465. If port 25 is used with the SSL encryptioti@penabled, the “Enabled TLS Negotiation” cheok b
is normally set. Port 25 is the most common sgtion both SSL and non-SSL configurations.

The default value of 30 seconds work in most casesease this time if necessary.

The default button will reset the port number usgdhe SMTP server. The default is based on ttinge
of “Enable SSL Encryption” check box. If the chdak is set, the default will be port 465. Ifsti
unchecked it will be port 25. See the note inRlbet Number section about port numbers and SSLeusag
in the real world.

SSL encryption allows both logon credentials ana ¢ia be encrypted during the SMTP transactione Th
server must be already setup to use SSL encryfutichis option to work. Turning this option on &

the SMTP server does not support it will cause etoaiot be sent successfully. Test the SSL
functionality with an email client such as OutlamkWindows Mail to confirm that all SSL components
are configured correctly.
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The TLS Negotiation is necessary when using part s option allows an initial connection using
clear text on port 25 without any credential exaes) an upgrade of the connection to SSL encryption
followed by the transmission of credentials (opéibrand mail on a secured connection. If the TLS
option is unchecked, an assumption is made (usuating) that encryption will be available immedigsite
(which is not the case on port 25).

The default SMTP authentication system sends tfieedbuser name and password as clear text over the
Internet. These credentials can be secured fregnception by the use of “Secure Password
Authentication” or by the use of SSL EncryptionotB of these options require that the target SMTP
server be specially configured to support themrastdall servers do.

Some consumer ISPs require first performing a PIO§8 before SMTP can send. Since this product is
normally used in an enterprise environment rathan tas a consumer product (this is usually whese th
scenario occurs), it was decided not to suppastlehiel of SMTP usage. If affected by this liniat use
the free internal SMTP Express provided by Lieberi@aftware.

The “Test These Settings Button” is a handy waghteck if the SMTP server is there, will accept the
defined credentials, and everything is workingtathould. This feature does not actually send,rhait
instead completes all of the handshaking with #rees to assure that mail could be sent if needed.

When performing the test, if everything is OK, fblowing window pop up.



If there are problems, the pop up will display fineblem and the log may have additional information

The program log will also have all of the transacttletails recorded.

-- Testing email connection to: liebsoft.com:25 fro m supportl5@Iliebsoft.com
-- Auth mode: 1 (account: phil15)

-- SSL Enb: 0 (TLS Negoc: 1)

Failed to send email message error: ESMTP Authentic ation failed.

When all the information on this page and @eneral Settings Pagésee "Email Server Settings
Overview" on page 45) has been entered, test thieexbion to the SMTP server by using the "Test €hes
Settings" button. If the connection exists andsbever allows a logon to send email using theezuirr
settings, the product will confirm that everythisget up correctly. If the connection fails, adjthe
settings and try again.
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The logging page defines the logging options forT®email. Event logging tells the SMTP email
application to log events to the Windows event ld@e log file logs communication transaction dstai
while performing SMTP operations. The logging optis useful for debugging problems with SMTP
traffic.
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This feature allows specifying additional sets r@dentials that can be used to administer systems i
multiple [un-]trusted domains and workgroups. Phegram will automatically use the current login
credentials or any of the alternate administratedentials when it performs operations.

When Alternate Administrators are enabled, it iemal to experience delays on some machines during
operations because the program must wait for bedeatials to time-out before trying alternate
credentials.

To access the Alternate Administrators dialog kclie "Alternate Administrators Accounts" optiomerh
the "Settings" menu.

In newer versions of Microsoft operating systerheré may be issues using Alternate Administrators t
manage any COM+/DCOM application. This is a Micfogmposed limitation.

9

Shown below is the Administrator Accounts Editoadp.
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The top list shows the list of systems in the aurggoup and any previous information recorded &b
systems. The lower left of the dialog lists thiermlate administrator accounts. The Status fietdvs the
current status of any task that has begun anddtasshcompleted. The Active Threads box shows how
many threads are working on the current task (adren work is completed/no operation in progress).
The progress bar is an approximation of task cotigple The Current Logon Account is the account the
solution is opened as. The check box titled "Eaa&ternate Administrators" is a program wide optio
that allows the use of alternate administrativelengials for all connections made through the tool.

Alternate administrator accounts can be editeddiyguthe Administrator Accounts Editor menu option.

When choosing to edit and or delete one of thaemtfirst highlight an entry and use either thditEor
"Delete" menu option. To add a new alternate adwnator, use the "Add" option (Also available thgh
the Alternate Administrators menu item). Theseand are also available through the context menu
(right-click menu) of the Alternate Administratdrist.
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Enter the name of the alternate administrator {fas€domain\account format" or "account" formatg) b
manual entry, or via the "Local" or "Domain” browsgttons. Substitution, such as '%system%' to
replace the system name for local account chamgesiitiple machines may also be used.

For example: The local machine name is DCTR1,dsraain controller in domain DOMAIN, and has an
account named CustomUser. The target machinesh@aehocal accounts named CustomUser, but can
also be accessed by the account DOMAIN\CustomUBgrspecifying %system%\CustomUser, the local
CustomUser account on each machine is specifidterrehan the domain account DOMAIN\CustomUser
account on each machine.

Check the "Enable Alternate Administrators" cheok to use all alternate credentials when accessing
systems.

To test access, highlight one or more systems(ierare selected, all systems in the list areddste
access) and click on the "Test Access..." buttory¢oto the menu item Test Access | Start). Thiswidkt
identify which systems are on-line in and whichdenatials worked with which systems. The testing is
completed when the "Threads" counter equals zero.

The columns for "AdminID" and "AdminPwd" show whielecount/password provided administrator
access to each remote system. If there is a nuimliee ALT# field, this corresponds the ID# of the
alternate administrator account that successfalhynected. If a dash (-) is in the ALT# field, it ams that
an alternate administrator account was not usednaect to the computer. If none of the entrieskedy
this will be reflected in the "Access Status" fidldck of appropriate administrator credentialsiewn
by an error code of 5 - Access Denied. Other erodes (i.e. 53, 1722) usually indicate an off-line
system.

Typically, the logon account will be used for coatiens. To have the program try alternates in chse
problems authenticating, set the check box: Enalténate Administrators. Be aware that not every
feature in the solution may work through alterredeninistrators as there may be limitations on
impersonation imposed by Microsoft.

Export the results of an authentication test utfiregbuilt inReport Generatofsee "Report Generator /
Output Settings" on page 62).
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The report generator feature will generate refdoot® many places in the product. The report genera
includes customizable HTML output, email, and adrit post-generation program execution. Regardless
of which list the report is being generated frohg teport generator dialog (shown below) and
functionality are the same.
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To create a report output file and launch an appatgviewer for the file, click on the GeneratepBg
button located at the bottom of the dialog.

Normally, after a report is generated, the repiatod window will save its settings and close. prevent
the dialog from closing after completing the getieraof a report, set the check box: "Do Not Close
Dialog After Report Generation". To save new djadettings without generating a report by using the
"Save Settings" button. To abort the report geimralick "Cancel".

TheExport Data Columnéist shows the columns in the list for which tleport is being generated (in this
case, the managed group list in the main windd@hange if a particular column will be exported by
double-clicking on it. Check/un-check all coluninsusing the "All" and "None" buttons to the righit

the list. Columns with an X to the left of the wwin will be exported.

The Export Status Columreection will add a status column to the outputothndicates the rows in the
source list box that were highlighted (selectdé}his option is selected, the generated repaifthave an
additional column; the new column rows that welected will be labeled "Yes" and rows that were not
selected will be labeled "No".

TheLimit Output to Rows withvill export only those rows that were highlighiedhe previous list
(requires the report to be run from a dialog willstof items that are selectable).

TheNo Column Headerwill export just the results without including tdata column header titles.

TheFile Namebox shows the file name for the generated repdntalid output file for the report must
exist, even if no action is taken based on thertepthe extension of the file is automaticallywetpd to
be a valid extension based on the report type. filhextension can be overwritten in the file nalnm.

TheReport File Output Typdefines the output type. The report type optimmscomma delimited, tab
delimited, fixed width (space padded to the fixadtt), and HTML. The HTML output in thE TML
Edit Dialog (on page 64) may be edited.

ThePost-Generation Actiobox shows the actions to be taken after the oditipuis generated. Create
the file only simply generates the output file. Wier print the report to invoke the View or Pritied
actions on the resulting report file (the actualgsam invoked to view or print is dependent onlshel
settings for actions based on the extension ofdpert file). Execute an arbitrary program aftex tport
IS generated; use the "..." option to pull up tkecaitable editing window. Finally, Email the resw
report file (inline or as an attachment); use 'to.pull up theEmail Settings Dialog(see "Email Server
Settings Overview" on page 45).

If the "Show Dialog on Success" check box is chdckege program will notify with a dialog box when
the report action is complete (this may be usdfilla action produces no visible feedback itsdlfje
program will always show a dialog box if an erracors during the report generation/action.

TheTitle field allows editing the title of the report; thgsonly valid for HTML reports. The "Edit" settin
generates a window which allows the addition ofaegable report-specific variables to the repd.ti
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There are four file types that the Report Genereaorgenerate:
Comma Delimited Column data is separated with a comma with itiséfow containing the column

names. This can be read into a spreadsheet siottalk
Tab Delimited Similar to comma delimited except tab characéeesused rather than commas.

Fixed Column Width Specify how wide each column is in charactdrkis is useful for fixed size
viewing, printing, and some displays that may hiaméed space. Information that does not fit withi
the fixed size is truncated on generation. Thim&d is useful for generating human readable output

HTML - Customizable HTML reports.

+19 4 %

This edit window, shown below, allows editing tloerhat for the HTML report output. The HTML
output template is set to the default templatditeetime the report generator is run; it is alwaossible

to revert to the default template by pressing thefault" button.
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It is possible to create many template files folMiTreports. The file name editor selects which péate
file is currently being editing. The file menuadls opening or saving templates. The current tatapl
file is shown in the template editing window, arahde edited directly. Alternatively, the templatay

be edited outside of the program by any other HTedltor.

The top of the edit window shows the variables Wwiian be used in the report that will be autombyica
populated with data specific to the actual repeihl generated. These variables can be insertedhat
template file at the current cursor position byngghe "Insert" button, double-clicking the varialhat
should be inserted, or simply entering the variaialse directly into the template.

The look of the generated report data is contrddedeveral CSS style elements. The default templa
has default styles for these elements and theks stgn be edited. The look of the report titknadnts is
set directly in the HTML (which can also be modifje

5

The Report Generator allows you to perform actishen the generation of the report is complete. The
following options are currently available:

Create File Only Only create the file.

View- View the file using the default shell viewer bdson the file extension.

Print - Generate the report and use the default shietimpg application based on the report file
extension.

Execute Program Allows specifying a program to be run upon tbenpletion of report file
generation. With this option, specify the patltite program and any additional command line
arguments to run with the program with.

E-mail - Email the report file in the body of an emailasran attachment. Specify a list of email
address to send the report to and append a custgetsline to the report.
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This program provides the ability to schedule ofiena to occur in the future and/or on a recurbiagis.
Another very handy feature is the ability of thegmam to retry all machines that are found to lidiné
or return errors. These features come under theiigpaf "deferred processing"”.

The job process is handled by a service that rarth®host system. The service runs under an
administrator level account due to the accessasrestjon target systems. It is best to use a domain
administrator account for this service given thatill be accessing many if not all systems in the
network. The program periodically (default is 6 @ads) checks for any jobs that need action asagdfl
any retry jobs are ready to be tried again. Taisise is also responsible for scheduling the exsuf
dynamic system sets. The job dispatching works @seue, so older jobs will always run before newer
jobs if more than one job should be dispatchedly One deferred job will run at a time. Installdestart
the deferred processing service to permit any dedgorocessing to take place. The setup and
management of the deferred processing servicendldh through the Jobs Monitor dialog.

The "Jobs Monitor" dialog can be launched eithenfithe main program dialog or from the systems list
dialog. The jobs monitor shows the current job$;ngere details on any job by double-clicking on it.
These jobs may be edited, deleted, restarted aepaidhe scheduler job log can also be viewedtqatjn
or erased. The retry policy (wait between retnigsich errors to ignore, etc.) can also be set fiiig
dialog. Within the dialog you can also confirm tkiz¢ most recent modules of the program are iestall
using the "Components" option.

. If the system that is running the deferred preicesservice is restarted, make sure that the siéred
is restarted when the system comes back up.

+
Scheduling Options ........ccoooeveieiee 67
Jobs Monitor Dialog...........cceoeeii i 69
Jobs Monitor Menu ItemMS...........ueveiiiiiiieeaa e 71
Editing a Job - COM+ Manager ..........c.euveeeeeeeeeeeeeeennee. 72
Job Scheduler Log File Dialog.......ccccoevieveeeiiiiiiiieeeen, 75
Job Scheduling Check Interval..............coceeeeeeee. 75
Job Scheduler Service Installation .........ccccccevvviiinnnnnes 76
COMPONENES....cuiiiiii it ermmmms e e e e e e eeeeee 77

REtrY POCY ..covvvviiiiiieeeiie e 78
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The various product operations provide a "Schedelature which allows specification of when the

operations should be performed. This can be wssditedule operations to be performed at a later ti
or to run operations periodically.

Shown below is the Job Scheduler Dialog.
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The purpose of the job scheduler is to run a taskme time in the future, or to run at regulaeiaéls in
the future. This dialog allows configuring wherddrow the job should run. It will also allow tagin
actions to send a Wake on LAN packet prior to tie pr delete the job after its last completiome Job
can be set to "run now", which will cause it torba through the deferred processor by scheduliagah
to happen immediately once and then be reschedolsarding to its settings. Scheduled jobs will rut
if the deferred processing service has been stopife¢lde scheduling service is stopped and stdettenl
when many jobs are past overdue, the scheduleceesill attempt to start each job in order, ona at
time.

The top drop down box specifies how often the &whuld be run and the bottom box specifies thetexac
time(s). There is also an optional comment fieldetcord notes associates with the specific joobA

can be set to be deleted when it is complete. VidakeAN packets may be sent before performing a job
just to make sure the target computer is on. Emepon the right shows which operation are being
scheduled.

< For jobs scheduled on all machines in a dynamiomgra dynamic group update is performed just
before the job is run. This allows setting up jedsun on all systems in your dynamic group withou
having to worry about forcing the dynamic groug#current.
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Shown Below is the Jobs Monitor dialog. The Jomitwr allows viewing and managing jobs that have
not yet completed or jobs that are set to runénftiure. The Jobs Monitor will also show the issabf
any jobs that have failed and are being retried.
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The top list shows the current list of jobs andhgab's status. In the dialog shown, there arecotly no
pending jobs. The columns of the list show thetjgie, the number of machines the job was origjnall
run on (and the number remaining to complete)ctireent state of the job, the number of retries
attempted, the time and result of the last runtithe of the next attempt, and the status of the jo

The middle section of this window has three pa@s. the top left, there is a section which shoves th
status of the scheduler service. From here pbssible to adjust the scheduler service state tf@d
Service Installation dialogsee "Job Scheduler Service Installation" on ¥ the sleep time between
runs, and the general Retry Policy. If the serisaminning, the numbers in the countdown box eollint
down to O.

The top right box has controls for manipulating jibtes. Edit Job Properties, pause and resume jobs,
delete jobs from the list, or restart jobs fromeher

The bottom section has controls for ®eheduler’'s Log File(see "Job Scheduler Log File Dialog" on
page 75). Adjust the log file name and locationyall as view and erase the log from here.

< the scheduler’s log file contains entries for thleexluler service operation; entries related toipec
jobs are contained in the specific job’s log fdecess these log files by editing the particuldryou're
interested in.

The top list box provides summary information aballibf the pending and completed jobs. The entire
dialog may be resized or any column may be redigagsing the mouse to drag the right border of any
column heading.

< that some of the columns appear to be truncated.\Wds done on purpose to display the most
important information on each line, yet allow th@ion of opening up partial columns that may camtai
infrequently used information.

The function of each column is described below:

is the number of each job. The numbers start @@000 and go up to FFFFFFFF counting in
hexadecimal (0-9, then A-F before carrying to thetrligit).

is an optional comment which can be given eachTbis column has been intentionally
narrowed to provide enough space for other coluffins.column can be resized by dragging the right
side of the column to the right.

is the type of job. This will normally correspotwGet, Set, Replace etc.

provides a count of the number of system in thegjod the count of systems yet to be
processed.

shows the sate of the job. Jobs can be scheduedrtin (sked), retrying (retry), completed (done)
and a few other states.

shows how many times this job had to be restaaddndle a returned error. If any part of a job
fails, the entire job is re-run.



shows the date and time of the last run of theTdits is useful when tracking jobs that are
retrying.

shows the amount of time it took for Service AattoManager to complete the last task.

shows you the last returned error code numberceastul jobs always return zero (0) if there
were not errors. Ignore certain errors by using'Betry"” dialog to edit the ignore errors list.

shows you when the job is scheduled to next ramnag

shows the current return status message for th&get more details by double-clicking on any job
to get detailed information on any system or seruicthe job.

? |

Log - Set up, view or print the log file of all theggram's activities.

View/Edit Details- Edit selected job(s).

Restart- Restart the selected job(s).

Pause- Pause the selected job(s).

Delete- Delete the selected job(s).

Retry Policy- Open up and edit the Retry Policy.

Configure- Open up and configure the scheduler service.
Sleep Time Set up the sleep time between checks for schdddrvices.

View ComponentsView components that are used by this program.

Contents Opens this file.
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View/edit any job by either double-clicking on tiad entry, or by highlighting an entry and clicking
the "Edit" button on the dialog (it is located ret"Job Control" group outline box).

IMPORTANT DETAILClicking CANCEL after viewing a job will cancehg changes made to a job.
Clicking OK will save changes and reset the jobutoagain.

Shown below is the Edit Job dialog:



Above is a typical per-job notebook. At the toghoé dialog is the name of the job. There are a&®0 s
three tabbed page3ob Systems$chedule EvenandJob Log

Job Systems Shows the list of systems managed by this j@m®&ve any system from the job by
highlighting one or more entries and clicking oa torresponding "Delete" button located beneath the
list. The listis a list of all systems that aesriy affected by the current job.

The number of jobs that have yet to be run aredisielow each list of systems.

Schedule Event Shows when the job is to be run and allows nicatibn of the running criteria. The
"How often should this job run?" determines hovenfand when this job should be run. The optioas ar
One-Shot (meaning just once), disabled, hourlysdsdythe week, monthly, or yearly. Delete job on
completion will remove the job from the job listarqpcompletion. The Scheduled Run Time box will
allows setting the time for the job to run. Thb gpmment text field allows provides for a job coemn
that appears in the Job Monitor Dialog.



Job Log- Displays the detailed log information regardinig job. View the file using Windows built-in
Notepad application (via "View Log File" button) asll as print the file (via "Print Log File" buttd.
The file size is displayed and the file can be teléf desired. If there is nothing in the log, tlisplay
will be blank as it is in the screen shot.
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The Job Scheduler Log File dialog is shown beldis can be accessed through the File menu inaihe J
Scheduler.

It allows the user to view the log file in a texliter, print the log file, or delete the log fildt also
displays the size and location of the log file.

The log file for the deferred processor service @ohtain messages related to the operation of the
scheduling service. It will show service startsf@p, and job dispatches as well as abnormal renotas
from dispatched jobs. For log information pertagto a specific job, look into specific job logefby
editing the job and browsing to the log tab.

21 % , %0

The job scheduler periodically checks all exisjiolgs to determine if it is now time to start theb. The
period between polls is set in the "Sleep Max'tfiéfou can edit this time by clicking on the "..."ttman
to the right of the "Sleep Max" field. The defatithe is 6 seconds. Between checks, the scheduierai
sleep state and will not dispatch jobs. Only aewill be dispatched at a time.
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Shown below is the Scheduler Service Installatiaifod:

The status display shows the current status a¢heduler service. Use the refresh button to cugse
program to query for the status manually. Thet stiad stop buttons control the startup and shutdaiwn
the service. The path to the scheduler servicebeashanged from this dialog.

Before the service can run, it needs to be install&hen installing the service, the installatioalag will
prompt for the account to run the service underai@r remove the service, use the Remove button.

<

The account the service as will be granted thessaeg rights to run a service, if it does not alyelaave
these rights. The relevant rights are Act as éfatie Operating System and Log On as a Service.
Remove will not revoke any rights which are grardasd result of this operation.

When installing the service, it will be installesl @ regular service on your machine under the radrtres
application. The service can also be configuradivé Service Configuration control.

To reconfigure the service through the tools digJdigst remove the service, and then use inststithis
time, reconfigure is functionally equivalent to il




The components can be accessed through the Contpanenu in the Jobs Monitor.

Normally all of the components of this program eoatained in the same directory determined atithe t
of installation. To see the details of the curmaponents including their path and software rewisi
bring up the menu option:

Components | View Components
If you were to move the components, the "Componiehidog is provided to set the new location of the

components (if you do move the files, you will needemove the service, move the components, set th
new locations in the components dialog, and ingtallservice again.
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The Retry Options dialog allows configuring optidos automatic retry of failed jobs.

From this dialog, configure the default behaviorewtan error occurs, as well as errors to ignoraagur
processing (by number), the maximum number ofaetid attempt, and the interval between retry
attempts. The default settings are shown in thldiabove.



This chapter describes how to handle systems ystars set such as refreshing system informatiow, ho

to resolve the system names to actual machinesh@mdo get information about the machines in a
system set.

+
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The Managed Systems Dialog is shown below. heslaunching point for most operation witf@OM+
Manager
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Almost all the features €€OM+ Managercan be accessed through the menu at the topscédheen.

Below the menu is the systems list. This is thedf all the systems that are a part of the ctisgstem
set. By default there are several columns displdlyat each show relevant information about théesys
Detailed explanations of what each column name sean be found in a following subsection. The
systems can be sorted by any of the columns bkilefjcon the corresponding column to toggle between
ascending and descending order.

In the middle of the screen is the systems listiviziontains all the systems in the system set a¥tth
system's COM objects.

Below this list to the left is the Active Job Pan&lo the center and right of the Active Job Paséhe
Select buttons and a count of the current numbé#ewis in the systems list. The Active Job paheiss
the job that the program is currently working ommeedl as the number of active threads that are ingrk
on that job. There is also a status bar that stamwapproximation of progressed based on how miich o
the current job has been completed already.

At the bottom of the screen is the log file whielcaords the status and progress of operations pastbr
by COM+ Manager.

Here are what the buttons in the dialog do:
All - Highlights/selects all entries in the list
None — Removes highlight from all entries

Invert - De-selects all selected items and sekdtde-selected.

Kill Job - Tells all active threads to stop workiag the current job.
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Logging - Options for logging COM+ Manager's tasks.

Set Group Comment - Set the group properties.

Email Settings - Set up SMTP email settings fobmdtic reporting.

Report Generator - Use the report generator toréxgiormation about systems in the group.

Refresh - Refresh the system information abouséhected systems and COM objects.
Systems Apps - View only system applications.

MTS/COM+ Apps - View only MTS/COM+ applications.

DCOM Apps - View only Distributed COM applications.

Custom DCOM Permissions - View only Distributed CQ@lgplications that have custom
permissions.

Filter Options - Hide or show certain items whiangrally should no be modified.

Add from Domain Systems List - Add systems fromdioenain.

Add from Browse List - Add systems from the network

Add Systems Manually - Add systems by manually emethe system name.

Add from Active Directory - Add systems using thdilbin Active Directory Object Picker.
Resolve By - Set the way which system names aoivext

Edit Exclusion List - Edit the Exclusion list coiriang systems that are not modified by COM+
Manager.

Delete Systems from List - Remove the selected mashHrom the group.

Eliminate Duplicates from the List - Remove mukifphstances of the same machine from the group.
Export Systems list to a Text File - Export a sysdist to a text file.

Import Systems list from a Text File - Import ateyss list from a text file.

Highlight Connected Machines - Highlight machinesmected to selected machines.

Scan IP Range for Groups/Machines - Use the IPri&zdn add systems.

Reboot - Reboot selected machines.

Abort Reboot - Abort any pending reboot commandsé&bected machines.

Send Message - Send a text message to selectethesach

Send Wake on LAN Packet - Send a Wake on LAN P&ckite selected machines.

Alternate Administrator Accounts - Set up accownith additional administration rights that COM+
Manager can use along with the current logon righesdministrate systems.
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Jobs Monitor - Monitor, edit, add, stop currentgob
Retry Policy - Edit the global retry policy for jsb

Contents - Opens this help file.

License Keys - Assign and release license keyse#lsaw view license token information and
statistics.

Logon Info - Show the current logon information.
About - Opens the about box for license, versém product information.
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The main window has one line for each machine énctlirrent system set and one line for each appicat
that is in the view. The columns that show infotioraabout the systems and applications are depénda
on the view mode. The four view modes are:

Systems Only

MTS/COM+ Applications

Distributed COM Applications

Custom Distributed COM Permissions

The following sub-sections describe the informasbown based on the chosen view.
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This view will show only the systems in the groupach system will be on a separate line. The cotum
in this view are:

B- C - This is the name of the system for addressingdisplay purposes. When the
tool attempts operations on this system, it wi# tlis name to identify the system on the networltgss
you have selected a differemisolution mechanisn{see "System Name Resolution" on page 90) than the
default). The status shows the last connectiaperation result (green = good, yellow =
unknown/intermediate, red = failed).

1 - This column shows whether or not the system Haease token assigned to it. If a
system has just been added to a group, this coluthshow '?".

$ % - This is the main role for the system. This can®S (Workstation), SRV (Server), PDC (Primary
Domain Controller), or BDC (Backup Domain ControjleThe role determines the operations which are
possible on that server (for example, BDC's caanogépt user/group changes).

A - The internal version of the operating systemldvahg are operating system version numbers:

4.0 = Windows NT

5.0 = Windows 2000 Pro or Windows 2000 Server
5.1 = Windows XP

5.2 = Windows Server 2003

6.0 = Windows Vista or Windows Server 2008

6.1 = Windows 7 or Windows Server 2008 R2

$ %, 7 - Thisis the network identifier which is used &solve the system on the network. For more
information, see theame resolution pagé¢see "System Name Resolution" on page 90).

7 - The NetBIOS name of the machine, usually sehénslystem properties. NetBIOS names
must be unique on local area networks, but mayuptiachted on different NetBIOS networks.

- The IP address of the system. This is normallntl by doing a "gethostbyname™" call, which
uses the same mechanism Windows uses to resolverkatames to IP addresses.

! - The subnet mask for the IP address. If thidasly the remote machine could not be
accessed, or could not find the IP address in thehine's network configuration information or the
"remote registry" service is not running on theédrsystem.

4'. - This indicates whether the IP address was dyraliyiobtained (through DHCP), or not (most
likely static, unless your network has another dyicaP address assignment method.

- This is the hardware address of the network tawhich the IP address is assigned. This
value is hard coded in the card itself, but mapwerridden in Windows. If this is blank, the remote
machine could not be accessed or the other resplatethods failed.

- This is the last time User Manager Pro attemptetcess the machine.
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- The last status for the last operation which d@se against the machine. This value updates
dynamically as operations are in progress, andoftdéin indicate what step of an operation is ctityan
progress on that machine.

The columns can be resized to accommodate yousr{@dexample, you can reduce the size of columns
you do not want/need to see to zero). The todlrehember the last sizes for all the columns efrtfain
window, so the next time you start up you will hdlkre same column sizes.
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This view will show both systems and MTS/COM+ OltgecEach COM+ application will be listed with
the name of the system that it is on.

- the name of system being queried. Both systemsarvice entries share this column. The initial
sort order is by system, but this can be reordbyetlicking on any column heading.

A — version of the COM+ application.

DD 4- Universally Unique Identifier. This is the iddr@r used to identify each different instance of a
object. This is basically another way of sayinglabally Unique Identifier (GUID).

- Name of the application that is using the CONbplation.
4 - A description of the COM+ application and its pose.

- The identity that the COM+ application is runnungder. The COM+ application is granted all
the rights of its identity.

/ - Indicates whether or not the application is ingras a system application or not.
9 1% / - Indicates whether or not the current COM+ aggpian is available for use.
1% / - Indicates whether or not the identity this CO&pplication runs under can be changed.
4% %/ - Indicates whether or not the COM+ application ba deleted from the system.

1,% - One of several defined security levels of comitation between the caller and the COM+
application.

-4% - The amount of time to wait before shutting daiwva COM+ application after all the
objects in its resource pool are no longer beiraglus

$6 ,/ - Indicates whether or not the COM+ application wantinue to run indefinitely.

/- Indicates whether or not this COM+ applicatiomifies rolls for each user trying to access or
start the COM+ application.

, + - This field indicates whether the object is crddtethe caller's process (library) or out of
process in a separate dedicated process (server).

7 - A string used to indicate who created the pracdsss label could be a user name, a name of
a program or completely absent, it is only mearitdip identify who started the application.
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This view shows only systems and Distributed COMligations on those systems. Each DCOM object
will be listed with the name of the system thas ion.

- the name of system being queried. Both systemsarvice entries share this column. The initial
sort order is by system but may be reordered lakioly on any column heading.

9 1% / - Indicates whether or not the current DCOM objse&tvailable for use.
4 - Unique Application ID that is used to identifyobainstance of the DCOM object.
- Name of the application that is using the DCONEob

$ - This is either:

local system - which means that the DCOM objectésted on the local system
none - the DCOM object runs as a part of the system
remote system - the DCOM object runs on a diffeneathine.

$ - The user rights that this DCOM object is allowed.
4 - The program ID that is calling and using this D@ ©Object.

+ - Application Type. Either running as a server §aplication is calling and using the DCOM
object), or as a service (a service is using th©Bibject).

% . - The location of the DCOM object.

1,% - One of the built in authorization levels giventhe DCOM object to perform operations.
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This view shows only systems and Distributed CONgals that have custom permissions. Each DCOM
object will be listed with the name of the systdmattit is on.

- the name of system being queried. Both systemsarvice entries share this column. The initial
sort order is by system, which can be reorderedibiing on any column heading.

- Name of the application that is using the COM¢plagation.

. - One of the built in permission types allowed teess and perform operations on this DCOM
object.

+ - Either an Allow or Deny assigned to the App Naane Permission for the user or group specified
in the Principle column.

% - The users or groups that each specific rule appd.

% 4 - The secure identifier assigned to each Princpleniquely identify each one.
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When adding systems to a managed group, thereaamais methods which can be used to resolve
computer names. This tool supports NetBIOS nasyssem names (fully qualified DNS or simple), and
IP addresses. There are valid reasons to usedeaeinding on network configuration.

NetBIOS names typically only resolve on a localrsthunless a WINS Server is provided.

IP addresses can be used, but they have two prebteay don't necessarily provide a very meaningful
identification for a machine, and they may be reigrsed through DHCP. Both of these problems might
cause an administrator to make changes on the wnaicine inadvertently.

With a DNS name, a machine can be specified in &otbasily identifiable way, and a way which is
insensitive to changes in the machine's IP addhesagh DHCP as long as DHCP and dynamic DNS are
linked together.

To check if a name is resolvable, try pinging thechine by name from the command line interface. If
the ping resolves to the correct machine, the ispllte able to use that name to manage the mathine
uses the same resolution mechanism as ping does).

< Being able to ping a computer is not an indicatt@computer will be manageable but rather
indicates if that name is responsive on the netwddnagement of the computer is dependent on other
systems such as SSH, RPCs, etc that are not tegked simple ping.

When the program does a Get Role/Version (Refrgsldation, it retrieves the NetBIOS name and IP
address of each managed machine. By defaultotinguter is resolved by whatever name is in the
System column (which can be a NetBIOS name, amldiPeas, or a DNS name). The resolution method
can be changed by right-clicking on the computegsil selecting a "Resolve By" option. This willise
the product to use the alternate name of the canpot name resolution. In most cases, however, th
computer name should be sufficient for name reswiutin addition; the other information can then b
examined to make sure operations will affect theemd system(s).
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The view filter is active when viewing MTS/COM+ dgations or DCOM applications. This filter
allows limiting what is shown on the systems Ii3hoose to hide applications running as the laurgchin
user, an interactive user, or as the local system.

The Manage Systems context menu (Right-Click M@am}ains a few of the most common operations to
perform on systems and COM objects. The followiptjams are available on the context menu:
- refresh information about the selected machin@@M object(s).
- Set the identity that a COM object runs under.
- Reboot the selected machine.
- Abort any pending reboots for the selected mahi
- Send a text message to a selected machine @idom
- Send a Wake on LAN packet to selected machine(s)
- Stop the current operation.
- Add systems using the Network Browse.
- Add systems that have joined the domain.
- Add systems by specifying a system name.
- Add systems using Active Directory.
- Set the system name resolution mechanism.
- Edit the list of systems that are excluded fadhoperations.
- Delete the selected system(s) from the systets |
- Remove multiple instances of the same machoma the systems list.
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Select machines in the systems list by clickinghmm. Select multiple machines by using CTRL+Click
to select multiple specific systems or SHIFT+Cliokselect a range of systems.

"% 1

This feature allows saving and recalling lists ighitighted systems within a group. Use multipleestibn
lists together to combine sets. The Highlightd.isanel is located in the Manage Systems dialdt@®n
right side of the dialog in the section labeledI€8#Highlight System Lists".

To save a list of highlighted systems, first hightithe machines that should be a part of thaligtthen
click on "New". Enter the new name for the listsetected machines and click "OK". The list crdate
will appear on the Highlight Lists panel. To selde systems in the list, simply highlight the reaaf the
list and click "Select" or double-click on the nanEo edit a highlight list, simply select the mams that
will make up the new list and then highlight thghiight-list-name and click "Save". To delete Hight
lists, just select the lists and click "Delete"otBl that this list is additive in nature and thighlighting a
list of systems using the highlight list featureedaot de-select any currently selected systems.

$ (

The refresh command retrieves or updates the irgftbom for the selected system(s) and/or objecifs).
nothing is selected, the refresh command refreshegthing listed in the systems list. The refresh
command can be accessed by clicking "Refresh” franiSystems List" menu or by clicking "Refresh”
from the context menu (right-click menu) in the Mge Systems Dialog.



This product gives provides the ability to remotedipoot systems. Shown below is the Reboot Systems
dialog:

Set the "Time to display message before forceda®pas well the "Message to send to system" field.
When everything is set, click on the APPLY to sth& shutdown process. Use the Schedule button to
schedule periodic rebooting without any furtherat.

The systems that are to be rebooted are listedeoright. This list corresponds to all the seléagstems
in the Manage Systems dialog.

The options allow forcing all applications to claseorder to ensure that the reboot takes plagstegis
may also be shutdown down without restarting. Message that specified in the 'Message to send to'
field will be sent to the machines as soon asébeat is scheduled. This message will give anysuse
the machine a chance to finish what they are dbéigre the reboot.

Once a reboot command is issued, the way to seopetioot from occurring os to right-click on the
system and choose 'Abort Reboot' or from the aftksystem, open a run menu or command prompt and
type: shutdown /a



The product allows sending messages using the Wisndéessenger service. Shown below is the Send
Message to Systems dialog:

The Send Message settings are limited to thosehvdre valid for the Windows Messenger service; see
the Windows documentation for details. If opti@me specified which are invalid, the Send Message
operation will fail with the error code receivedrin the operating system.

The Send Message to Systems feature can use thenhlab Scheduler so that you can schedule the
message at a later time, or periodically.

If the "Messenger" service is stopped on the rerapstem, messages cannot be sent to the remogensyst

The Messenger Service can be started on targeinsystnd then optionally shut it down again after th
message is sent.

< Using the current scheduler, Domain sends cannstieduled.
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This sends a message to the selected machine ®itgsakk up from "sleep mode".
Send Wake on LAN Packet operations can be schedslad the built-in scheduler service.

Wake on LAN requires that all of the following cdtighs be met:

Wake on LAN be supported by the remote system anehlabled on the remote system.
User Manager Pro has the MAC address of the resystem.
Interim routers, switches and firewalls must suppod allow the passing of UDP traffic over port 7.

$, (

There are three ways to remove systems from a group

1 Highlight the system(s) you wish to remove andictidelete Systems from List" from the "Systems
List" menu in the Manage Systems Dialog.

2 Highlight the system(s) to remove and Click "Delgtestems” from the context menu (right-click
menu).

3 Highlight the system(s) to remove and press thdétieékey on your keyboard.



The main purpose &OM+ Manageris to manage COM+/MTS/DCOM components. From CBIM,
COM+/MTS/DCOM components and COM+/MTS/DCOM compangroperties for any system in a

system set may be viewed. Right-click on an apfitioaand use the 'Set Identity' feature from thetext
menu to manage the COM+/MTS/DCOM application idesi



Using this dialog, set the "run as" or identity peay of COM+/MTS/DCOM components for selected
systems. There are four main options for the "sinpaoperty:

, D - This will run the selected COM+/MTS/DCOM companas the current user on the
machine which is running the COM+/MTS/DCOM companethis means that if an administrator is
logged in, the COM+/MTS/DCOM component will run twviadministrative rights. If a guest is logged
in, the COM+/MTS/DCOM component will only have thghts of a guest to the machine. If no user
is logged in, then the object will not be creatad an error will be returned.

1 D - This will run the selected DCOM applications witte rights of the account which
called the DCOM object. This means that if an igafibn calls the DCOM object, then the DCOM
object will have the rights that the calling apption would have on the remote system. If thelloca
program runs as local system and calls a DCOM glijds granted the same rights as an anonymous
user.
+ D - This will run the selected COM+/MTS/DCOM compoteeas a user that is is specified in
the fields below. You can browse for users frolocal system or from the domain. If you specify a
user that is not recognized by the system thewolfect will not be created and the call will retam
error. If you specify a user with insufficient ass rights to perform an operation that the
COM+/MTS/DCOM component attempts to perform, theNeC«IMTS/DCOM component will fail at
that time and an error code will be returned.

- This option is available only to services. lbals the DCOM (not MTS/COM+)
components to run as a part of the local systengaimdlocal system access.
A(!'% % 4 % ( - attempts to start the DCOM
component to verify it was updated properly follogiia change.
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The remote control support allows integration WitiC and Terminal Services to provide remote control
for systems.

+
Setting UP VNCPASS ......coooiiiiiieii e 98
Open VNC CONNECLION .........euvvuieeiiiieiiiiiiieeiiiiiinnnnennnnns 99
RV N O3 @ o] 1 o 1SRN 99
Import Settings from a .RCM File...........ooeeeeeeeiiiiiinns 108
Install/Remove VNC on System ..........cccceveeeeeeceeeenennnne 108
Start/Stop/Restart the VNC service.........cccccceeeeeeennnn. 108
Set VNC PasSWOId ..........cuvviiiiiieeisss s s iiveeeeeaee e 108

A .

Before using VNC functionality, first download aimdtall the open source VNCPass application from
Lieberman Software's websiteldtp://www.liebsoft.com/index.cfm/products?id=464
(http://lwww.liebsoft.com/index.cfm/products?id=464lhis separate application will allow getting and
settings options for VNC. This application wilkalallow launching VNC and starting a logon session
a remote machine.
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This option will attempt to create a VNC connectwith all selected systems. By default, the agpion
will attempt to connect to the VNC service runnorgthe remote machine. If the service cannot be
found, it will attempt to copy the service to tleenote machine, install the service, and start¢ndce.
The connection will then be retried.

During this process, if required information canbhetfound (such as a path to the service or atiyeof
required files), a message box will be displayeihtorm the user of the missing components. [fydog
VNC to a remote system, make sure to specify arlggssword for the service. If the password is lef
blank, VNC will not allow connections using the tmgpassword mechanism.

Open VNC Connection also does not require knowlregpassword for the VNC installation on the target
system. The VNC connection password can be gatter@art of the connection process.

If a different version of VNC installed on the ldsgstem than the version that is running on tineote
system, VNC may not be able to connect. The dasigto get around this issue is to remove theotem
version and push out the local version to remostesys when you attempt to make connections.

A

This dialog allows you to fill in the required infoation for pushing VNC to a remote system and
connecting to it. These options are filled in adically, but you may wish to adjust them. Thseeca
where this dialog will be necessary is if you hinstalled VNC to a custom location and it cannot be
found. In the previous case, you will promptedbizate the required files when you try to open aQ/N
connection.
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In the dialog shown, the VNC Service Remote Pughr§s section provides the location of the VNC
service that will be copied to remote systems ifG/M not found. Along with the full path the semi
EXE file, also specify any files on which that Seevis dependent. These dependent files are fitldxy
default, but different instances of VNC which degieon different files. In all cases, default fiteast be
located in the same directory as the service EXE ff attempting to add files to the list thaéamot in
the same location, a warning will appear and these files which cannot be found will be removehrfr
the list of dependent files.

The Local Viewer Settings is the full path to thiert viewer used to connect to VNC on the remote
systems.

The VNC Session Password that is required in datetlients to open sessions with the VNC service.
By default, existing passwords will not be overtent when connecting to pre-existing instances o€vVN
on remote systems, this password is used whenmpplye service to a system that does not already ha
it. It will still be possible to access systemsidiich you have not set the password as long as
administrative access to that system is availaBlgect to use a fixed password or assign a random
password to each instance of the VNC service. Va#SProvides a randomization of this password for
increased security so that each system will recgigiéferent random password for its VNC service.
There is no need to know this VNC password becads@nistrative access allows the process to retriev
it on demand.

The Advanced button provides additional pages withe fields to fine tune:

The installation parameters of the VNC service wheshing VNC out to remote systems.
The VNC application settings that will be appliediew installs of the VNC client.

Actions to take before and/or after the VNC sesssoch as installation and removal or service start
and stop.

Additional viewer command line parameters or a@ustr viewer application path.
Application specific VNC parameters for optimal udalifferent versions of VNC.

A, - This page allows configuring the service settif@ copying to and installing the VNC
service on remote systems.
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The Remote Service Installation Settings all da#t wopying the VNC service to the remote system if
the service cannot be found. If "Install Remotevige" is unchecked, then VNC will not be installeal
remote systems. The "Service Short Name" and i{&eBisplay Name" fields are both used for
installing the service on the remote system. T3erVice EXE Name" field is the name of the exedetab
file that will be copied to the remote systems amdas the VNC service. This field can be set raipu
or is set automatically when browsing to the figgng the "Name and Path to Service EXE" edit field.
The "Service Startup Type" options also deal witttalling the service on the remote system.

Using the file list, specify any additional fildset service EXE is dependent on to be copied alatigtie
service. Finally, the "Service Destination Locatifield specifies the remote folder to which tleevice
EXE file and any dependent files will be copiedtothe remote system. The "Viewer Application Name
and Location" field refers to the path and namthefviewer application on the local system that lagl
used to make the connection to the service onetmete system.

A - This page allows setting the VNC options for negtalls of the VNC service. These
options can also be used to overwrite the optiongfisting instances of VNC.
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The top options tune which events on the remot&esysause the screen to redrawn. If "Allow Socket
Connections" is un-checked, the VNC service orrdéingote machine will not allow clients to make sdcke
connections. Configure which port the service tdisesonnections. The "Connection Password Setting
section controls the client connection passworttié¢oVNC service. This password must be entered in
order to start a VNC session with a remote syst&MC does not allow blank passwords.

The "Random Password" option allows creating aurse@seudo-random, untypeable password for each
installation of the VNC service on remote systemsreate random passwords that can be entered via
keyboard.

< When changing these settings (especially passyamiaember that these settings will be used for
new installations of the VNC service, meaning #rasting VNC settings on remote systems will not be
changed to these options by default. Using thed®emiewer Options page, you can chose to overwrite
the remote VNC options with these options each {imeconnect to a remote system.

5 ¢( - This page shows the options that can be takkmébstarting a VNC session and
directly after ending a VNC session.
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The options at the top allows configuration of wigetor not the VNC service will be copied out to
remote systems, started before a connection is ,aadestopped and/or removed after a session edend
The "Set Viewer Options Before View" option will ewvrite the VNC settings on the remote system with
the settings from the "VNC-Specific Viewer Optionsige each time you open a connection to a remote
system.

A A - - On this dialog, set the path to the VNC viewgplication. This is the path on the local
system that will be used to connect to the VNCisersunning on remote systems.
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Using this page, supply additional command lineiargnts to the viewer application on launch. These
command line arguments will be used every time &\ddnnection is opened from within our tool.

% ( - These settings customize how VNC interacts gftbcific applications on the
remote system These registry settings can betosdefine custom behaviors for the VNC viewermlie
interacting with specific applications. For examphe VNC viewer normally hooks the paint method,
but for an application like the system clock, spefar the VNC viewer to refresh on the OnTimerlcal
instead.

Some versions of VNC ship with registry files f@esific application configuration. See the VNC
documentation of your distribution for more detait®ut details of application preferences.
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This option allows importing previous settings framRCM file. This format is used to store VNC
connection settings. Just browse to the file ahC\settings will be imported from the existing fa@in
Check the settings using the "VNC Options" menmnite

%%8% , A

These options allow installing or removing the VE&vice from selected systems. If installing the
service, the settings specified through VNC Optiaiisbe used to configure the service. If onarare
required components cannot be found, a notificad®to which components are missing will be
displayed. Use the VNC Options Pages to locateetbesponents. The default settings will assume
default paths for a VNC install.

8 8% A

Start, stop, and restart the VNC service runningeomote systems. This can be useful when changang
password or explicitly enabling or disabling VNGome changes to options in VNC require a restart of
the VNC service to take effect (like changing passis).

A . -

This dialog allows the password to be set for Vé€/i€es running on one or more systems at the same
time.
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Either supply a fixed password or choose to geaexaandom password for each instance of VNC. By
default, the random passwords that are generatetthe typed on a keyboard, which will prevent-non
administrators from being able open a VNC sesgioough the VNC client logon window. 1t is also
possible to generate typeable passwords but uaiypés the default for increased security. It ailivays
be possible to open a VNC session on the systdamgss credentials are supplied that are valid
administrator credentials on that system (whethepassword is typeable or not).

A service must be restarted after updating a paskuv@hoose to restart the VNC services after the
password change, as the password change will keetféect until the service is restarted. Keemind
that restarting the service will end any activesgets.

< If supplying a blank password for VNC, VNC will hpermit a connection. Depending on the
version of VNC, it may use alternate methods thanticate, but a blank password will not work.
Specifying a blank password may also cause a éillmen opening a VNC connection to a remote
system.
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This section contains information about the iteist®t under the HELP menu.

+
License Token ASSIgNMENt ................evv e eeeeeeeneeen. L11
Registration Dialog .........cooooeeeiieeee e 113
Logon Information Dialog.........c.ceevveeeiiiaeeeiiieiiieeeeeeee 115

N 11U | SRR 117
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When a commercial version of the product is puretiaa serial number will be sent which will allow
managing a fixed number of systems.

Use the following dialog to manually assign/reletmepurchased tokens to/from the systems of your
choice. Alternatively, simply perform operations €ystems, whereupon one or more available license
tokens will be assigned automatically to each sydieing managed (refresh does not cause a system to
be licensed). The primary use of this dialog iselease tokens from abandoned systems that are no
longer part of the network so those tokens carehssigned to new systems on the network.

To access the License Token Assignment Dialogk de "License Keys" option from the "Help" menu
in the main dialog or any system set.
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License tokens are assigned to machine namesnidass that if a system is decommissioned and is
replaced with new hardware but give it the sameejainmay use the same license; there is no reason
release and re-assign the license.

In the systems list on this dialog, the "Licensedlumn displays the current licensing status ofagmne
as either YES or NO. The "#Rekeys" column disptagsnumber of times a machine has had its license
released and re-assigned. The "InAGroup" columplals whether or not a system is found in any
systems list as either "Active" if it is in a grquy "Abandoned" if it is not in any groups.

As stated previously, if retiring a system but teplacement has same exact NetBIOS name, it is not
necessary to release the license. However, if 18IS will never be managed again and there isealn
to reclaim licenses, select those systems herelaotto RELEASE their license. Whenever a machine'
token is released, the "Rekeyed Systems" countkinaiement for that system. If the name is later
added and the token re-assigned, the "Rekeyedr8g/steeld will decrement and the "#Rekeys" column
for the given system will increment. If this prosés repeated more times than the allowed number of
"Maximum Rekeys", the system will be "Locked-Ouf'nsanagement.

An easy way to find systems that you may wish toaee licenses from is to sort by the "InAGroup”
column and look for systems that are abandonednddrzed systems are not found in any systems list.

. License tokens are currently assigned for eaidue system name in the System column of th
main dialogue. If the same system listed multiptees by different names (ie: by NetBIOS name antFb
Address)multiple tokens will be used for the same systémensure that this does not happen, use the
following steps when adding systems using multiiening conventions:

1 Add the systems to the group.

2 Select all the systems, then select the Refresh((Bét Role/Version) operation (this does not cause
systems to be licensed).

3 From the system list's SystemsList menu, seleatiitite Duplicates from the list.
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Shown below is the Registration Dialog. This dipt@n be accessed through the Help menu in the main
dialog (not the Manage Systems dialog). This djadoalso shown as a part of the installation pgece

The serial number entered is customized specifitalthe machine that is running the software,thet
machines being managed. The number of systemg#msé allows management of and the name of the
system that is allowed to run this software is edaleel in the serial number.

If the software has been running in demo mode acatranercial license is purchased, send Lieberman

Software the machine name (which is located orAB@UT dialog screen). We use this to generate the
appropriate serial number.

If more systems must be managed or the tool needs moved to a machine with a different name,
contact Lieberman Software for a new serial number.
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Multiple administrators can share a single liceinesn multiple workstations or servers. This optawes
not share system set or system information (easteisyset and system information is maintained
locally). General application data is also notretla This essentially means that each instantgeof
install is a complete version which maintains id@eparate program data.

If needing to transfer group information from onstance of the tool to another, use ltheort/Export
(see "Import/Export Systems List" on page 33) feggtdor system lists or use Import Settings to irhpo
program settings from a Remote Licensed Servesailable.

To enable the use of a shared license key, a coomheersion of the software must be installed and
accessible. Go to the registration screen antheetheck box: "Use Remote License". It is alscsimbs
to connect as aflternate Administrator(see "Administrator Accounts Editor" on page 5BEnter the
name or browse to find the name of the machinehthathe license. Enter the name of the licensed
machine in thé&kemote Licensed Machine Nafigdd. Finally, click on the "OK" button.

< On the remote system, the provided credentiald e administrative credentials, otherwise
remote licensing will not work.

In order to continue using a remote license, ttensed system must always be online and accessible.

< Remote Licensing will not function without a conmeial key being installed on the licensing
server.
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The Logon information shows the current logon creéidés and program environment variables. These
current logon credentials can be supplemented ukeWlternate Administratorg(see "Administrator
Accounts Editor" on page 59) feature to performrafiens within the product. Shown below is the

Logon Information dialog.
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User Name The current user's login name.

System NameThe name of this system.

Role- The role of this system.

Logon Domaint The name of the domain that this machine iséoggto.

Default Domain- The name of the domain that this machine isrigia

Logon DC- The name of the machine that is the domain odletrfor this machine.

Op Sys VersionThe current version of the operating systemithatnning on this machine. Note that
version 4.0 is Windows NT 4.0, version 5.0 is Windd000, and version 5.1 is Windows XP, version
5.2 is Server 2003, 6.0 for Server 2008 or Vista, &1 for 7 or Server 2008 R2.

Administrator Account Whether or not the current user account an aidtrétor account.

Launch.exe The path to the file that launched this instaoicthe product.

Rights- Any additional rights granted to the currentrdseyond rights inherited by groups to which the
current user belongs.
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This dialog contains version information and decbithdormation based on the installed serial number.
Use this dialog to obtain the computer name, satiaiber, support information, and version informati
for this tool. This screen will be updated afteingghe Register dialog to install a new serial bem
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